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Criminal Attempt of Improperly
Acquiring Trade Secrets
Under the Trade Secret Act
—A Lesson from the Concept of
“Attempt” Under the
United States Criminal Law

Ping-Hsun Chen’

Abstract

This article provides the definition of criminal attempt of stealing trade secrets
under the Trade Secret Act through studying the United States’ Economic Espio-
nage Act and criminal attempt under Model Penal Code § 5.01. This article argues
that a person shall be held criminally liable for his attempt to acquire other’s trade
secret by an unjust measure, as long as he knew the stolen information was a trade
secret. Such knowledge may be inferred from circumstances showing that the own-

er has implemented reasonable measures to protect its trade secrets.

Professor, Graduate Institute of Technology, Innovation and Intellectual Property Manage-
ment, National Chengchi University; J.D. Washington University in St. Louis School of
Law.
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° 18 U.S.C. § 1831(a) (“Whoever, 1ntend1ng or knowing that the offense will benefit any
foreign government, foreign instrumentality, or foreign agent ....”).

10 18 U.S.C. § 1832(a) (“Whoever, with intent to convert a trade secret, that is related to a
product or service used in or intended for use in interstate or foreign commerce, to the eco-
nomic benefit of anyone other than the owner thereof, and intending or knowing that the of-

" fense will, injure any owner of that trade secret ....”).

18 U.S.C. § 1831(a) (“Whoever, ... , knowingly— (1) steals, or without authorization ap-
propriates, takes, carries away, or conceals, or by fraud, artifice, or deception obtains a
trade secret; ... , shall ....”); 18 U.S.C. § 1832(a) (“Whoever, ... , knowingly— (1) steals,
or without authorization appropriates, takes, carries away, or conceals, or by fraud, artifice,
or deception obtains such information; ... , shall ....”).
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5 -5 1118 ULS.C. § 1831(a) (4= 18 U.S.C. § 1832(a)(4) /3% =9 (criminal

12 18 U.S.C. § 1831(a) (“Whoever, ... , knowingly— ... (2) without authorization copies,

duplicates, sketches, draws, photographs, downloads, uploads, alters, destroys, photocopies,
replicates, transmits, delivers, sends, mails, communicates, or conveys a trade secret; ... ,
shall ....”); 18 U.S.C. § 1832(a) (“Whoever, ... , knowingly— ... (2) without authorization
copies, duplicates, sketches, draws, photographs, downloads, uploads, alters, destroys, pho-
tocopies, replicates, transmits, delivers, sends, mails, communicates, or conveys such in-
formation; ... , shall ....”).

13 18 U.S.C. § 1831(a) (“Whoever, ... , knowingly— ... (3) receives, buys, or possesses a

trade secret, knowing the same to have been stolen or appropriated, obtained, or converted

without authorization; ... , shall ....”); 18 U.S.C. § 1832(a) (“Whoever, ... , knowingly—

.. (3) receives, buys, or possesses such information, knowing the same to have been sto-

len or appropriated, obtained, or converted without authorization; ... , shall ....”).

United States v. O’Rourke, 417 F. Supp. 3d 996, 1005 (N.D. I1l. 2019).

18 U.S.C. § 1831(a) (“Whoever, ... , knowingly— ... (4) attempts to commit any offense

described in any of paragraphs (1) through (3); ... , shall ....”); 18 U.S.C. § 1832(a)

(“Whoever, ... , knowingly— ... (4) attempts to commit any offense described in para-

graphs (1) through (3); ..., shall ....”).
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1 Michael L. Rustad, The Negligent Enablement of Trade Secret Misappropriation, 22 SANTA

CLARA COMPUTER & HIGH TECH. L.J. 455, 498 (20006).
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19 MoDEL PENAL CODE § 5.01(1) (AM. L. INST. 1985) (“A person is guilty of an attempt to

commit a crime if, acting with the kind of culpability otherwise required for commission of

the crime, he:

(a) purposely engages in conduct that would constitute the crime if the attendant circums-
tances were as he believes them to be; or

(b) when causing a particular result is an element of the crime, does or omits to do anything
with the purpose of causing or with the belief that it will cause such result without fur-
ther conduct on his part; or

(c) purposely does or omits to do anything that, under the circumstances as he believes
them to be, is an act or omission constituting a substantial step in a course of conduct
planned to culminate in his commission of the crime.”).

Norman Abrams, 4 Constitutional Minimum Threshold for the Actus Reus of Crime? MPC

Attempts and Material Support Offenses, 37 QUINNIPIAC L. REV. 199, 204-05 (2019).

MODEL PENAL CODE § 5.01(2) (AM. L. INST. 1985) (“Conduct shall not be held to constitute

a substantial step under Subsection (1)(c) of this Section unless it is strongly corroborative

20

21

of the actor’s criminal purpose.”).
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22 1d. (“Without negativing the sufficiency of other conduct, the following, if strongly corro-

borative of the actor’s criminal purpose, shall not be held insufficient as a matter of law:

(c) reconnoitering the place contemplated for the commission of the crime;
(d) unlawful entry of a structure, vehicle or enclosure in which it is contemplated that the

crime will be committed;

(g) soliciting an innocent agent to engage in conduct constituting an element of the
crime.”

MODEL PENAL CODE § 5.01(3) (AM. L. INST. 1985) (“A person who engages in conduct

designed to aid another to commit a crime that would establish his complicity under Section

23

2.06 if the crime were committed by such other person, is guilty of an attempt to commit
the crime, although the crime is not committed or attempted by such other person.”).
MODEL PENAL CODE § 5.01(4) (AM. L. INST. 1985) (“When the actor’s conduct would oth-

erwise constitute an attempt under Subsection (1)(b) or (1)(c) of this Section, it is an affir-

24

mative defense that he abandoned his effort to commit the crime or otherwise prevented its
commission, under circumstances manifesting a complete and voluntary renunciation of his
criminal purpose.”).

25 1d. (“The establishment of such defense does not, however, affect the liability of an accom-
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plice who did not join in such abandonment or prevention.”).

26 1d. (“Within the meaning of this Article, renunciation of criminal purpose is not voluntary if
it is motivated, in whole or in part, by circumstances, not present or apparent at the incep-
tion of the actor’s course of conduct, that increase the probability of detection or apprehen-
sion or that make more difficult the accomplishment of the criminal purpose.”).

2 Id. (“Renunciation is not complete if it is motivated by a decision to postpone the criminal
conduct until a more advantageous time or to transfer the criminal effort to another but sim-
ilar objective or victim.”).

2 Avani Mehta Sood, Attempted Justice: Misunderstanding and Bias in Psychological Con-
structions of Criminal Attempt, 71 STAN. L. REV. 593, 603-05 (2019); Abrams, supra note
20, at 202; Michael R. Fishman, Note, Defining Attempts: Mandujano’s Error, 65 DUKE
L.J. 345, 346, 352-53 (2015).

Sood, supra note 28, at 603-04; N.Y. PENAL LAW § 110.00 (McKinney 2022) (“A person is

guilty of an attempt to commit a crime when, with intent to commit a crime, he engages in

29

conduct which tends to effect the commission of such crime.”).

30" Michael T. Cahill, Attempt by Omission, 94 Iowa L. REV. 1207, 1222-24 (2009).
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United States v. Hsu, 155 F.3d 189, 191-92 (3d Cir. 1998).

Id. at 193, 197.

Susan W. Brenner & Anthony C. Crescenzi, State-Sponsored Crime: The Futility of the
Economic Espionage Act, 28 HOUS. J. INT’L L. 389, 428-29 (2006).

Hsu, 155 F.3d at 202 (quoting Model Penal Code § 5.01(1)(c) (1985)).

I1d. (“[T]he defendant must (1) have the intent needed to commit a crime defined by the

32
33

34
35

EEA, and must (2) perform an act amounting to a ‘substantial step’ toward the commission
of that crime.”).
36 Id. at 203 (“It naturally follows that the government need not prove that an actual trade
secret was used during an EEA investigation, because a defendant’s culpability for a charge

of attempt depends only on ‘the circumstances as he believes them to be,” not as they really
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are.”

37 1d. (“The government can satisfy its burden under § 1832(a)(4) by proving beyond a rea-
sonable doubt that the defendant sought to acquire information which he or she believed to
be a trade secret, regardless of whether the information actually qualified as such.”).

38 1d. (“Consequently, in the instant case, the defendants have no arguable constitutional or
statutory right to view the unredacted portion of the Taxol documents in order to defend
against charges of attempt on the basis of legal impossibility.”). & A E ¥ » k& ki
WA KR ZHEXANGEERTER > BRAREFR T  HEQRF AR KA
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Lorin L. Reisner, Transforming Trade Secret Theft Violations into Federal Crimes: The
Economic Espionage Act, 15 TOURO L. REV. 139, 146-48 (1998).

United States v. Yang, 281 F.3d 534, 541-44 (6th Cir. 2002).
United States v. Nosal, 844 F.3d 1024, 1045 (9th Cir. 2016).

United States v. O’Rourke, 417 F. Supp. 3d 996, 1002 (N.D. I11. 2019).
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