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A Study on the Regulation of
Data Brokers in the U.S. under
the Trend of Data Economics

Huei-Ying Hsu', Chih-Liang Yeh

Abstract

Nowadays the development of analytics and applications of big data is boom-
ing. The data that are being generated, transferred and utilized via many
online/offline activities have become the critical economic resource as the same as
the substances and energy resources. “Data Economics” has become the most im-
portant issue that everyone discusses. However, the difference between data and
other economic resources is that the data are not exhaustive and can be reassem-
bled and reused. The more the data are used, the more value the data become. Thus,
the one who controls more data or more sources of data has the more dominant po-
sition than others. Data Brokers are mainly engaged in reselling the products or
services of data. They control a large amount of original data and the channels of

data, including the public records, data generated from the dealers or consumers in

Assistant Professor, Department of Law, Chinese Culture University, Taiwan; S.J.D.,
School of Law, Golden Gate University, U.S.A.

Assistant Professor, Department of Information Communication, and Innovation Center for
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Big Data and Digital Convergence, Yuan Ze University, Taiwan; S.J.D., Maurer School of
Law, Indiana University-Bloomington, U.S.A.
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the daily life. The data products and services that brought by data brokers can pro-
mote the development of the entire information economy. By the emerging ana-
lytics of big data, the original data industry has reformed. However, the data bro-
kers’ acts on the profiling among different data may become a great concern on the
personal data and privacy protection. Thus, the questions of how to make a balance
among various stakeholders and how to regulate the data broker industry are cru-
cial subjects for an in-depth study. This paper examines recent cases of breaches of
personal data by the data brokers in the U.S., the reports prepared by the Federal
Trade Commission and the Government Accountability Office, proposed legisla-
tion by Congress, and the self-regulation by the data brokers. By analyzing the
modes of regulating the data industry in the U.S., this paper argues that Taiwan’s
legal framework should be adjusted to the development of data industry and con-

sidered how to get out of the difficult position of current data protection laws.

Keywords: Big Data, Data Broker, Information Privacy, Personal
Information Protection Act, Breach of Personal Data
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Eur. Comm’n, Frequently Asked Questions: Public-Private Partnership (PPP) for Big Data,
Memo 1P/14/1129 (Oct. 13, 2014) http'//europa eu/rapid/press-release. MEMO-14-
583_enhtm. % #§ 2013 SF3R4E - 4 H E 42 RAGH 90%Y HHH ik 6l H F N &
A 0 W EH 27’[%@&1%#4%3“5'—% SINTEF, Big Data, for Better or Worse: 90% of
World'’s Data Generated over Last Two Years, SCI. DAILY (May 22, 2013), http://www.
sciencedaily.com/releases/2013/05/130522085217.htm; Steve Lohr, The Age of Big Data,
N.Y. TIMES (Feb. 11, 2012), http://www.nytimes.com/2012/02/12/sunday-review/big-datas-
impact-in-the-world.html?_r=0.

WHITE HOUSE, BIG DATA: SEIZING OPPORTUNITIES PRESERVING VALUES (May 2014),
https://www.whitehouse.gov/sites/default/files/docs/big_data privacy report may 1 2014.
pdf; Amy J. Schmitz, Secret Consumer Scores and Segmentations: Separating “Haves”



100 FH2H%h 13528

erR[ 1/ (data broker) Fy7#] ﬁg*ﬁi , H (information reseller) - [X¥ L',ﬂé’?%
BRI ORRE o T W@"*E%ﬁﬂfu%ﬁrﬁﬁﬁ%l Ui
=i iﬁ? g o

EE RN SN I G i ot fﬁ i e - F; 'ERR] [BEE E‘ﬁjifﬂgﬂﬁ
P HIVERY *fﬁ[ﬁim'f Fopred = o~ H s B FJ%‘@ ( background
checks ) aﬂi}f%g@JEﬁJ TJ% ik ;ggzj<[i 911 q;H% VR LTI
R lq?[ FU R YR 2P pﬁ”Vr%J}’ng' % PEZBJ[H SRR A o
7Ji/D|iJIH%%$“wI R H B R ﬂﬁéjﬁﬁrﬁ%ﬁ%ﬁ? T [ s
RIS~ I G S A ?[JF' JECRER Y SR O]
F‘J lt 7;1* « RS ﬁ@ﬁ[@’?[r[ (target advertising ) /7 &=
= }H frHHR ITF”FI *a"?i%i* 3 5 A5 o TE T R IRy S =
o ’ii%ﬁﬁj\??"?ﬁﬁ B YR %HS@UH f{iﬂ ﬁzj‘ﬁ”i—ftﬁlﬁ‘/%?h ’ HT 7 'TUWE'
ERERE:

pINTIIEECS SREIROE S k=i S aay SR TJJE A T F Hfﬂ?
(profiling ) = £% » ST~ T PREIEA (G ylFLEi/)FE[F{I_J\EJrEEEF& e rif‘
ﬂH‘ Fjdln HIZV 2 ﬁfﬁ%éiﬁﬁﬂ i1 fi ik_ﬁ’aﬁﬁku ST Y
TJ'I:EP' o T 0 FE S BT Z‘fﬂ_ﬁ?{“—[ P o 2 AR ﬂ/TG‘E’Er:‘TiEEJ
SIS VLI = [ﬁ'?ﬁ R = KPEE €//URE%ER FRaATE €0 S
LS I AR S ol e e F”E%ﬂl?&/%w CERE gj%ﬁ?f‘ﬁwg}uﬁfﬁ?
SETOPRL T S E AR O] g

—Fii

from “Have-Nots”, 2014 MICH. ST. L. REV. 1411, 1419 (2015); Ariel Porat & Lior Jacob
Strahilevitz, Personalizing Default Rules and Disclosure with Big Data, 112 MICH. L. REV.
1417, 1440 (2014).

ARIZ[EALE (Privacy Act of 1974) M » HhHr BUR A BIAE AL A — T FRE P 4 3 1%
PN B A AE # o GINA MARIE STEVENS, DATA BROKERS: BACKGROUND AND INDUSTRY
OVERVIEW 1-2 (2007), http://ipmall.info/hosted_resources/crs/RS22137-070112.pdf; see
also Logan Danielle Wayne, The Data-Broker Threat: Proposing Federal Legislation to
Protect Post-Expungement Privacy, 102 J. CRIM. L. & CRIMINOLOGY 253, 262-66 (2012).
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Protecting Consumer Data While Allowing the Web to Develop Self-Sustaining Architecture:
Is a Trans-Atlantic Brower-Based Opt-In for Behavioral Tracking the Right Solution?, 1
PAC. MCGEORGE GLOBAL BUS. & DEV. L.J. 285, 295-305 (2014). Z7# FCRA A8 B35 »
see generally Ed Miezwinski & Jeff Chester, Selling Consumers Not Lists: The New World
of Digital Decision-Making and the Role of the Fair Credit Reporting Act, 46 SUFFOLK U. L.
REV. 845 (2013); Schmitz, supra note 2, at 1434-41; Wayne, supra note 3, at 266-71.
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.. companies that collect information, including personal information about consumers,
from a wide variety of sources for the purpose of reselling such information to their cus-
tomers for various purposes, including verifying an individual’s identity, differentiating re-
cords, marketing products, and preventing financial fraud.” See FTC, PROTECTING CON-
SUMER PRIVACY IN AN ERA OF RAPID CHANGE 68 (2012), http://www.ftc.gov/sites/default/
files/documents/reports/federal-trade-commission-report-protecting-consumer-privacy-era-
rapid-change-recommendations/120326privacyreport.pdf [hereinafter 2012 FTC Privacy
Report].

GAO, INFORMATION RESELLERS: CONSUMER PRIVACY FRAMEWORK NEEDS TO REFLECT
CHANGES IN TECHNOLOGY AND THE MARKETPLACE 2 (2013), http://www.gao.gov/products/
GAO-13-663 [hereinafter 2013 GAO Report].

Natasha Singer, Mapping, and Sharing, the Consumer Genome, N.Y. TIMES (June 16, 2012),
http://www.nytimes.com/2012/06/17/technology/acxiom-the-quiet-giant-of-consumer-

database-marketing.html.
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2012 FTC Privacy Report, supra note 5, at 3.

FTC, DATA BROKER: A CALL FOR TRANSPARENCY AND ACCOUNTABILITY 3 (2014), http://
www.ftc.gov/system/files/documents/reports/data-brokers-call-transparency-accountability-
report-federal-trade-commission-may-2014/140527databrokerreport.pdf [hereinafter 2074
FTC Data Broker Report]; see also STEPHEN BEAKE ED., DATA BROKERS AND THE NEED
FOR TRANSPARENCY AND ACCOUNTABILITY 13 (2014).
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Cloud? A Comparative Law Perspective on Protecting Privacy and Security of Sensitive
Consumer Data, 50 AMBUS. L.J. 413,431 (2013).

14 Online Data Vendors: How Consumers Can Opt Out of Directory Services and Other In-
formation Brokers, PRIVACY RIGHTS CLEARINGHOUSE (Mar. 2013), https://www.privacy
rights.org/online-information-brokers-list.

2013 GAO Report, supra note 6, at 5.

FTC, A SUMMARY OF YOUR RIGHTS UNDER THE FAIR CREDIT REPORTING ACT,

15
16

http://www.consumer.ftc.gov/articles/pdf-0096-fair-credit-reporting-act.pdf (last visited Oct.
31, 2016).
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STEVENS, supra note 3, at 3.

See Chris Jay Hoofnagle, Big Brother’s Little Helpers: How Choicepoint and Other Com-
mercial Data Brokers Collect and Package Your Data for Law Enforcement, 29 N.C. J.
INT’L L. & COM. REG. 595, 601 (2004).

19
STEVENS, supra note 3, at 3.

20
21

Hoofnagle, supra note 18, at 601-02.
Robert O’Harrow, Jr., Choicepoint Data Cache Became a Powder Keg, WASH. POST (Mar.
5, 2005), at A1, http://www.washingtonpost.com/wp-dyn/articles/A8587-2005Mar4.html.
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Bl » R MRV Pt e A 2= U R e 2 R g R [Tiz
ulaum" ° IEﬁ%fFJﬁ 5 'JTﬁ'%tffi"ﬁﬁ‘J‘]‘[ﬁ'%gd?i E F' |55 FTC ’fﬂﬁ?p@?ﬁ@[ "H'ﬁi/

ks 4 Fuﬁﬁfﬂjtﬁ f o ] E@;ﬁﬂ?ﬂﬁg@»wﬁﬁ%{f =y E}lﬁ?ikiiﬂ/tﬁ?& i

[““Wfiﬁk R 2 TS L > T S SR (eivil fines ) R
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22 ChoicePoint Settles Data Security Breach Charges; to Pay $10 Million in Civil Penalties,

35 Million for Consumer Redress, FTC (Jan. 26, 2006), https://www.ftc.gov/news-events/

press-releases/2006/01/choicepoint-settles-data-security-breach-charges-pay-10-million.
23

24

Hoofnagle, supra note 18, at 603-04.

Assoc. Press, LexisNexis Theft Much Worse Than Thought, NBCNEWS.com (Apr. 12,
2005), http://www.nbecnews.com/id/7475594/ns/technology and science-security/t/lexisn
exis-theft-much-worse-thought/.

STEVENS, supra note 3, at 1; Grant Gross, FTC Settles with TJX, LexisNexis, COMPUTER-
WORLD (Mar. 28, 2008), http://www.computerworld.com/article/2536345/security(/ftc-
settles-with-tjx--lexisnexis.html.

25
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26 FTC Action Halts Operation That Billed More Than $25 Million to Consumers’ Bank and

Credit Card Accounts Without Their Consent, FTC (Feb. 20, 2013), https://www.ftc.gov/
news-events/press-releases/2013/02/ftc-action-halts-operation-billed-more-25-million-
consumers-bank; FTC v. Ideal Financial Solutions et al., 2:13-cv-00143-MMD-GWE, filed
Jan. 28, 2013 (Nev. D., 2013), https://www.ftc.gov/sites/default/files/documents/cases/
2013/02/130220ifscmpt.pdf.
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S - S FTC G Py 2 TR 6 CRA TR - (112538
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5T SRR O] RLRLEE B PR 8 - R S SRS -
SRS e e 7s¥§‘ﬂ Jﬁi?ﬁ“'ﬁﬁ %HUEH“I Mfsﬁm iﬁ"#ﬂﬁ FHEF
E{pJElpJEf‘ ff2® -

o i% o PyFHOHET FTC SRS AR » 20 pl ke i [l AR (consent de-
cree ) = > Instant Checkmate /L‘kf <+ ] 52.5 F 15_7v > InfoTrack Information
Services * EIFTE | ~ Il %13 i 100 IF T o MFEHH [ﬁiﬁ%m Jj\ S
8] FCRA ak g[tﬂia cIJ?H TSR ”F‘ FCRA Fr o 3V F 1AV HLH)
DB S R AR RS Fﬁul’ Tl
FCRA F’?ﬁ[jﬁﬁ;ﬁ[;ﬂ (e e PR 7 S R AR 2 R ﬁi@ﬁ
AR SR o T LT R I S P A "jﬁ*““"’o

2014 =~ é‘\ SN & LeapLab}JHE‘\T’}kr WETROR R S TR ﬁﬂ?ﬁﬁfﬁ

RS (AR - TR e G
ﬂfj S pUIEF] - T“L]%a FTC %}{Jx}?[”' LeapLab [F[ i) kEE @Hgﬁiﬂl ﬁﬂi%i“ )

TR TR 'f'f/\”ﬁ BRSSO - H = pE - fE R R —
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28

Two Data Brokers Settle FTC Charges That They Sold Consumer Data Without Complying
with Protections Required Under the Fair Credit Reporting Act, FTC (Apr. 9, 2014),
https://www.ftc.gov/news-events/press-releases/2014/04/two-data-brokers-settle-ftc-
charges-they-sold-consumer-data.

1d.

1d.

FTC Charges Data Broker with Facilitating the Theft of Millions of Dollars from Consum-
ers’ Accounts, FTC (Dec. 23, 2014), https://www.ftc.gov/news-events/press-releases/2014/

29
30
31
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F 7] Ideal Financial Solutions f§=vf[ fl1/7 H = "DEEH 2,200 "{5' TETERR|
&LJ%&@V%ﬁWﬁWW“{Wﬁ%*’%%w??ﬁ“ﬁﬁwirﬁ
BT i+ I f F %33

3. KRB F 1T BBk B B 5 P bh v S BRI
%R

%ﬁ?\ﬁﬁﬂﬂﬂfm PR A ﬂ\[ﬁﬁ'q?’j‘%i {1 15 i S [l ™ ] ] P o
%”E%WWﬁ**PM‘ﬁiéiﬁﬁﬁ%iﬂﬁvﬂtﬁ%@wuﬁ
R (o H o RS BORL S B R R K
(sectoral regulation model) > L%Jﬁﬂﬁl?“‘%"?ﬂ s st "R R~ BRI T
HE HORLD P AR [ fiéggrggﬂ/ R & ﬁ[%gﬁl(?il’éﬁgf\g‘ﬁe[ﬂ/ﬁ
ERIFR] 4 Eﬁ"lj@ﬁ# B R EJﬁ}“ a:j‘%alﬁ&g PE Y 412l ]-. JE

“F Ffﬁ ek | I JHﬁH’FlE[U
E’WFI HHREE £ FT;&E UERENEE > B rJl_EJ FCRA 9} > Qﬁ[quﬁl
RS Wk i i — f:[ i —F=HFEZ (Gramm- Leach Bliley Act,

12/ftc-charges-data-broker-facilitating-theft-millions-dollars. FTC %k » -T % R, FTC wv.
LeapLab et al., https://www.ftc.gov/system/files/documents/cases/141223leaplabcmpt.pdf
(Dec. 22,2014).

1d. See also Assoc. Press, FTC Sues Data Broker over Consumer Info Sold to Scammers,
N.Y. TimMEs (Dec. 23, 2014), http://www.nytimes.com/aponline/2014/12/23/us/politics/ap-
us-ftc-data-broker-theft.html? r=0.

FTC, supra note 31.
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GLBA) 34 ]~ SRR Br?aﬂulg F’Eﬁ 3% (Health Insurance Portability and Ac-
countability Act, HIPAA) v piEELHIEE BSR4 (Children’s Online Pri-
vacy Protection Act, COPPA ) 3, Fuf <R EA % (Electronic Communica-
tions Privacy Act, ECPA ) 37, '3’37’ Hir ﬁb% %Trii;j( 37 45 ﬁf ( Federal Trade
Commission Act (FTC Act), Section 45] » [ |“ﬁ?’1ﬁ b |J§\§£E Féf.j I '3’37’
ik %0 o 1 bt DR (& FCRA SPFS TS VSIS ]
Fjﬁﬁg\iﬁji g[rf" SerRl T HHE e & o 2556 FCRA A3 A& & #HE
¥ HE L AN Af”ﬁﬂ RAEMAMY TR - }Z«F R T
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34 Pub. L. No. 106-102, 113 Stat. 1338 (1999) (codified as amended in scattered sections of 12

and 15 U.S.C)).

Pub. L. No. 104-191, 110 Stat. 1936 (1996) (codified as amended in scattered sections of 18,
26,29, and 42 U.S.C.).

Pub. L. No. 105-277, Div. C, Tit. XIII, 112 Stat. 2681-728 (1998) (codified at 15 U.S.C. §§
6501-6506).

Pub. L. No. 99-508, 100 Stat. 1848 (1986) (codified as amended in scattered sections of 18
U.S.C).

15 U.S.C. § 45 (1994).

% 6,3 1994 578 By E & A4k % (Driver’s Privacy Protection Act) ~ 1974 4R s
HEHHA HLEEF475 % (Family Educational Rights and Privacy Act) ~ 1988 2543544
1% %% (Video Privacy Protection Act) -~ 1986 # &G F#k B A % £ (Computer
Fraud and Abuse Act) -~ 1996 # &1z 7% (Telecommunications Act) % o
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3.1.1 2012 S mAaE AR S

FTC 7§ 1990 & RiIRHA » A= EE 10 )35 5 €H€[%pﬁhﬁ9ﬁﬁi’5fﬁﬁ€ﬁ€[ il
”£ i S 3 %i@iﬁykuﬁgokﬁwﬂwﬁ‘+%?ﬁf“vwﬁg

BT R 2 aw;“ ? ELR 17 ﬂw%@tfﬁ%ﬁ* NEaRE (]
*ﬂ‘wg}'g”i«‘ﬁ RS (R LI S P S E e Fuiﬂ
S LTSS P R E VR 2 BT T SV
(Individual Reference Service Group, IRSG) ]EF/E = é"iﬁ PERR *U’A B
EJFT‘N# s i A &HwyM

FTC |54 o e | B - *a'*éﬁ?iﬁ"ﬁ'b PR T A Lo
B - A 2012 5 gy T HRGRARREIR 1N PO R AT R
FUEE ) (Protecting Consumer Privacy in An Era of Rapid Change: Recom-
mendations for Business and Policymakers) i]'éf P (P r[i?g%'f.\u’fﬁ 3)
HATBL - ;i??ﬁﬁﬁf%ﬁ@ﬁgfﬁﬁfrkmjﬁ'& I%%?T “ﬁ“ PR > T
NI tW“,UF H\FWQﬁﬁWW§ﬁﬁ4k %ﬁ@wkﬁﬂﬁt@#hf
YK » 15 ETCH IR X vt

R 5 ﬁjfl?# AR RS, S PR PR R e
YR IVEITYY ST =RV erR E o f (e PRy

40 2012 FTC Privacy Report, supra note 5, at 69.
ld. Bz B —d& gahixF 4o L @k ChoicePoint K - &k 2001 4 9
A& kg

42

FTC Issues Final Commission Report on Protecting Consumer Privacy-Agency Calls on
Companies to Adopt Best Privacy Practices, FTC (Mar. 26, 2012), https://www.ftc.gov/
news-events/press-releases/2012/03/ftc-issues-final-commission-report-protecting-
consumer-privacy. Solove #%35# FTC & kx4 s L aiiPigd
RRIERGERL » AZM 5 B FHBORIESURME - BT T RE
# &, (aggregation effect) o Daniel J. Solove, Introduction: Privacy Self-Management

and the Consent Dilemma, 126 HARV. L. REV. 1879, 1889-90 (2013).
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T B AR E AR E??lﬁll?an'ﬂLJﬁF R g gt
3.1.2 2014 i AH FHwE
2013 ¥ 6 #| 26 [! FTC = /f Julie Brill ¥ (&4 [ 1 SRR 5 £ 1
R ﬁsbwpw%gr%aﬂf PR S P OB 8 2T
Rl s ~ e WRIPY FCRA TR EUSRIE P gt - SPh IR TR B4 v
r fiﬁf FUHI 5 (transparency rule ) I'J % T F, e ) (notice and
choice) » Hi= 1 BB i E{Ui?‘jj%‘m SANINEN ¢ S MR RS R
[RGB = e Iy e = 1 iG] o Brill ?’it@fiﬁ'fﬂ* MR H
%ﬁf\ﬁ; R S EPRAY N Rl o A A I/F s et L PR FE‘:{L
ﬂ#ﬁ%qﬁ qu[F“E e 1At £, ) (Reclaim Your Name ) iflgﬁ ) ?,%EJF{ Rl
o TjpiH i “HQHHU@W S B R %)
@:‘—?5,]15; P FUR PR E PSR R ] ISV e g 64
FTC #2014 & 5 F J 27 [T TAVRIT WAUERTEE L (Data Bro-

43
44
45
46

2012 FTC Privacy Report, supra note 5, at 17.

1d. at 69.

1d.

Julie Brill, Reclaim Your Name, in DATA BROKERS AND INFORMATION RESELLERS: ELE-
MENTS AND CONSIDERATIONS 123, 126-31 (Kristopher L. Peak ed., 2014).

AT 14 at132.
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kers: A Call for Transparency and Accountability ) ﬁyf“s e PE R R R
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48
49

2014 FTC Data Broker Report, supra note 9.

Peter S. Vogel, Big Data Controlled by Data Brokers: Privacy Challenge by the FTC, LEX-
OLOGY (May 30, 2014), http://www.lexology.com/library/detail.aspx?g=55df6f4e-6c6a-
4£16-8d1a-2a9fffbSel51.

FTC Recommends Congress Require the Data Broker Industry to Be More Transparent and
Give Consumer Greater Control over Their Personal Information, FTC (May 27, 2014),
http://www.ftc.gov/news-events/press-releases/2014/05/ftc-recommends-congress-require-

50

data-broker-industry-be-more [hereinafter 2014 FTC Recommendation].
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51
52

2014 FTC Data Broker Report, supra note 9, at 50-53.

Katy Bachman, Confession of a Data Broker Acxiom'’s CEO Scott Howe Explains How Self-
Regulation Can Work, ADWEEK (Mar. 25, 2014), http://www.adweek.com/news/technology/
confessions-data-broker-156437.
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1d. at 16-20.
Id. at 16.
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