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Cite as: 1 Tech. L. Rev. 1 (2004)

Cyberlaw Special Report

Ming-Li Wang, Jason Jieh-Sheng Lee, Kelly Chou, San-Yuan Lin,
Ming-Yi Lin, Yu-Ching Lin, Meng-Ping Lin, Richard Jui-Yuan Chang,

Ya-Wen Lei, Grace Huei-Ju Tsai, Karen Min Hsiao

Abstract

Cyberlaw has made tremendous progress in recent years, following the foot-
steps of the technology and community that define its mission. Legal scholars in
the field often lament that what you teach today will be outdated tomorrow, with
only slight exaggeration. This special report aims to introduce the latest develop-
ment in the field through the discussion of recent cases, legislative activities, and
theoretical progresses covering topics of infrastructure, intellectual properties,
speech and content regulation, privacy, cybercrime and social impact.

Keywords: Internet, Cyberlaw, intellectual property, freedom of speech,
privacy
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1 David R. Johnson & David G. Post, Law and Borders-The Rise of Law in Cyberspace, 48

STAN. L. REV. 1367 (1996).
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£ 2% en#t 5t 5 Jack L. Goldsmith, Against Cyberanarchy, 65 U. CHI. L. REV. 1199 (1998).
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> ICANN, The Uniform Domain Name Dispute Resolution Policy, at <http://www.icann.

org/dndr/udrp/policy.htm> (approved Oct. 24, 1999). See also Timeline for the Formula-

tion and Implementation of the Uniform Domain-Name Dispute-Resolution Policy, at

<http://www.icann.org/udrp/udrp-schedule.htm> (updated Feb. 5, 2002).

See ICANN, Rules for Uniform Domain Name Dispute Resolution Policy, at <http://www.

icann.org/dndr/udrp/uniform-rules.htm> (approved Oct. 24, 1999).
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See ICANN, Approved Providers for Uniform Domain-Name Dispute-Resolution Policy, at
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<http://www.icann.org/dndr/udrp/approved-providers.htm> (updated Mar 1, 2002).

URDP 8§4(a).

15 U.S.C. §1125(d).

See Jessica Litman, The DNS Wars: Trademarks And The Internet Domain Name System, 4
J. SMALL & EMERGING BuUS. L. 149, 163 (2000).

1 LAWRENCE LESSIG, CODE AND OTHER LAWS OF CYBERSPACE 31-32 (1999).
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17 U.S.C. 8§1202.

17 U.S.C. 81201.

William Fisher & Christopher Yang, Peer-to-Peer Copying, <http://cyber.law.harvard.edu/
ilaw/P2P.htmI>(Nov. 18, 2001).
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A&M Records v. Napster, 239 F. 3d 1004 (9th Cir. 2001).

13 3 F e B4 FRER > st R E e 12 5 Napster ¥ 3 & p drst ¥
Bm At iﬁi BEE AR AR L H AP hef WEY RIS T ¥ AT Napster
AT FIH R A EALR Y K RIEF P ) RERETE

———m - -
————d—— -



T

T I

PR BARRERFEE 11

Kazaa ﬁﬂizﬁ,iﬁ{ 7~ Niklas Zennstrom Fi] 3 i i 5 FastTrack - RIFR
M| supernode Elfiﬁﬁﬁ_gcf S P2P prudsede s SOy RO ET LY P2P £
Ao F|H| FastTrack f& ot 'Eéﬁﬁﬁ"ﬁﬂglfjf Kazaa ~ Grokster == MusicCity Net-
works 72T i] o B HARTIIE TSRy FF%F Byt ]y | > Zennstrom SELF| |
R ealias ELRC 3 EIJTFf,}{ﬁ Kazaa ('pUkL— fiffee [l 2 Fil) E‘J?f%%’ﬁ‘@%ﬁ“ [
iy~ B Vanuatu ﬁ_PJELJ > fil Sharman Networks (I} ™ jiy?i Shar-
man) o &l ?ﬁf}fﬁ FUEETEL] S o P22 PV o FastTrack fiufs s = yEI[Jszizqﬂ
M VD P PO 2 i) < SRS PR STV R AR
[RIEET, *@%W%ﬁ$ wﬁ%%ﬁﬂ%ﬁ%ﬁ—fﬁ“fw%%

wFwﬂ“k?%Wﬁéﬁ%ﬂ’ﬁWWTFWW%¥ﬁEﬁ%\%W
PRSP o (R RPVIOH ) LS PR AR TR 9 > SR
3 SVERIH A P.Jﬁfggjﬁﬂ FI=17% 2003 & e AR 2] -

(i [ 2P P T IR 2000 = IR AR ) Sharman TERIV AR
5 1) =i H ?"IIQ e I?ii Sharman ]’%Jé?’iff [Epfl > > I
Sharman Networks F[%“&%:?]ﬁ+ﬁ*o ﬁjiéﬁ?$iﬁ%$* 2002 =3 R R
BT EEL Kazaa S I, ﬁwﬁ R ST R
Frsr‘ﬁﬁzrr LI R H |§J$3§JJ =R F’I‘:ﬁ lﬁz* FRGEE fie i ok 05 A
2003 F 12 | 19 [ 1] mf;rajt ﬁg{ﬂ

0 Anupam Chander, Next Stop, Kazaakhstan?: The Legal Globe-trotting of Kazaa the Post-
napster Filing Sharing Company (Oct. 24, 2002), at <http://writ.corporate.findlaw.com/
commentary/20021024_chander.html>; Magdalena Heim-Smith, Peer-to-Peer File Sharing
Since Napster (Fall 2002), at <http://gsulaw.gsu.edu/lawand/papers/fa02/heim-smith/
#a24>; Eric Bangeman, Kazaa wins in European file-sharing court battle, at <http://www.
arstechnica.com/news/posts/1071870117.html> (Dec. 19, 2003).

FABPA > (PP Fils 32 Gp2 ERAF TR 22— RITR
F 2 ErF (NO-TIER) P2P 2 #kjiwi B ) » (' Lz Hezk) > 94 > | 212~
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pra note 14; Eric Bangeman, supra note 20.
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259 F. Supp. 2d 1029 (C.D. Cal., 2003).

Id. at 1032.

See, €.¢., LAWRENCE LESSIG, THE FUTURE OF IDEAS: THE FATE OF THE COMMONS IN A
CONNECTED WORLD 134-141 (2001); Fisher & Yang, supra note 16; SIVA VAIDHYANA-
THAN, COPYRIGHTS AND COPYWRONGS, 181 (2003).
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FIE > PLIPpfd o K [EHeT g i - ﬂiﬁwfiﬁ A8 W RV
%;; R Fﬁﬁql';lflj iTunes g“}tﬁg*g:rv—l\p’gw | ]E[JE‘I}?(]‘ %[%F Fl9=p

° See, e.g., Carrie Kirby, RIAA Goes After 532 Unnamed File Sharers, SAN FRAN. CHRON.,
Jan. 22, 2004, at B-1, <http://www.sfgate.com/cgi-bin/article.cgi?file=/chronicle/archive/
2004/01/22/BUGJD4EP201.DTL>.
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trﬁu;zyv = ¢FF?$‘/ p2p qFﬂn ) IE[ MAY V&l ﬁr‘” ;:jogg@ﬁ J?{ W | F“/;
IR - EHTRIAIEF iy 2 5 HIE )R DT bhs 4 B i
(0 YPR=at SR 2 BT R E ) e o A 1 KRBT =
RIS

32 BiuEREERFHEZE
3.2.1 DRM# DMCA

Féff‘J’*IJE'J%%EFWP‘WEE’%’?l”?’%@‘71‘ L ACR S Sl apil S s
ot (I R B RO o SR - PR
TR[FHGEHAS , (technological measures) o CD B “Ajg, %@SFP[ ﬁ}ﬁ” s
FHpvIE L > [N CD F'fitf”fﬁi?ﬁj FEER Bﬂﬁﬁ*‘ﬁ‘ﬂ » ffr ey E i*ﬁ”?
Epjﬁﬁii’ﬂ-’g CD ARSI oy i fi—p= BIEg - AR
» DVD ( Digital Versatile Disc) * %I [%;a?pjglrm“ F'\ﬁ(f—;riﬁ %'
SACD F—HHH IS~ 1 (G0 R | - 1) DVD E3f] > A H i
5H| CSS (Content Scramble System ) & f&5yi* | Fﬂp W o [hyFE By DVD R
ARl EELRL ALV CSS pufsafd » i = 1 }I‘EJ’EJ%
ﬁ%&ﬁuHFL )ér'*ﬁlﬁﬁ“‘p‘?“' u%&w& DVD [z 1% > T klp- 74
F‘ ?ﬂl (2~ Hﬁi—ﬁbf@“ﬁ}@%ﬁ‘ﬁ:@)%LH - pU i EHE
= ﬂ*}ﬁi;‘/ 9t » CSS %fgﬁaiﬁﬂﬁfﬁvﬂ‘fﬁu ( Regional Playback Control,
RPC) [U4L#E - RPC fflRhH Fke Y |l DVD g = polgndsh - 12515
T S O SR O (Z]if'fff\_%[fﬁ ,\\jjﬁgﬁﬁvﬁrﬂ} DVD - lg?gﬂ,iﬁfu,
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Benny Evangelista, The Music Revolution Has Arrived: Itunes, Napster 2.0 Make Down-
loading Songs Easy and Legal, SAN FRAN. CHRON., Feb. 8, 2004, at E-1, <http://
www.sfgate.com/cgi-bin/article.cgi?file=/chronicle/archive/2003/10/20/BUGJG2E8IF1.DTL>.
Paul Korzeniowski, The Future of P2P File-Sharing Networks, TECHNEWSWORLD, Dec.
4, 2003, at <http://www.technewsworld.com/perl/story/32305.html>.
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~ BRI SRR YA 0 > Dk DRM - ATFERER] - P
- Wit DRM « i JEHE M - S AP
—— RO Y IR T Jtﬂ?ﬁ : ’E“*ﬁiwﬁlﬂ“%‘w kaE
i BT ng/ (A wiﬂg&lfﬁ” DMCA I #f3 [ty
PR 6 (R R U -

3.2.2 ApR %0l

7 Universal City Studios, Inc. v. Corley®~ #%fl1 > ~ # §#1 Jon Jo-
hansen == [f|#532 " |~ 7y A4 (Reverse Engineering) fiuft ki ™ CSS > &
SR E iR DeCSS S| A FI - o Eric Corley [N 1 (VRS & Fk

2600, AFILA i) - 2R R DeCSS [RIFIIEL " K
-Fjjé,?}m o BEE R Zp ok F) DeCSS ) {2 [T I 0 o [ kAR
DMCA fiu T~ 2k i) | (anti-trafficking ) f£#% - Johansen 4 £y Hl#*
2003 = KL F%j;t[% B gtk,& , [“3‘1“815“?3\ F%ﬂ PEéss s P S
o (e T 4 ML%FFI%%&%TFUFILJE £,

P~ [ HLRL 2001 ”Llﬁgafiﬁgiﬁﬂ e259% Edward Felten i
7 RIAA ) 135 r%HE‘”iP PHE e HORI R TR 7o
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See, generally, Lessig, supra note 24, at 177-217.

17 U.S.C. §1201, 1202 (2000).

Universal v. Corley, 273 F. 3d. 429 (2d Cir. 2001).

Corley AR EH R P RERRNEA TR XELE ’wuﬁi’f v e im iR i

A2 g

Mrpﬁ anti-trafficking - a‘ﬂ F ZEE R s B ?ﬁ~i#ﬁ,ﬁﬁi.ﬁ%€§#ﬁ e s A
~ PRF%% o See 17 U.S.C. §1201(a)(2), 1201(b)(12).

See BBC News, Film firms lose DVD piracy battle, at <http://news.bbc.co.uk/1/hi/

technology/3371975.stm> (Jan. 6, 2004).

Id.

See generally EFF, Felten v. RIAA, at <http://www.eff.org/IP/DMCA/Felten_v_RIAA/>

(visited Jan. 20, 2004).
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Secure Digital Music Initiative (SDMI) > %%ﬁnjl%%’~ F (AEIE ﬁ‘:iﬁf;—?ggiﬁ
Ry o @ry — 7B KL A %pﬁ Hie 8570 350 SDMI put g
[+ SDMI 2 [l i el g Fspod i « Felten PuEIfRS IS E]
SDMI [tk » 204 T Stk (1 i P[UpTke - RIAA 750 | 7
7%% Felten M35 % » ¥ J[Jjél??%‘jwpeﬁqﬁa e At Fruti/pjglpi o [
Felton Fi# £S5 » Hilia\:ﬁ%%ﬁ%ﬁi.&d[wﬂgug ISES 1T
T o PP RIAA S ST 10 A (PR WER e ll;[l o
Y= HE 7&_]3[@‘% [’} Dmitry Skylarov Hi143 - skylarov Elfﬁﬁﬂ‘

p %Eﬁi Adobe 3*4 é'mgﬁ%g (Adobe eBook reader) J%]}iﬁ\%ﬂfﬁ

i“ﬁfjﬁﬂﬁ“ﬁ,uf?ﬁwﬁ Bl - 2001 = [H]S_pF] | Skylarov Z[|5[si% Jp%r’f?pji

F‘TF /B%ﬁﬁ’f[iﬁ’ SR E @D'FE‘EJTJ% » UK Skylarov it s 5y
73 B 2001 1% 5 Skylarov ST R RTIE E F FRLE

HOPERHE A P9y 2 Elcomsoft i - ﬁﬁm?ﬁ&ﬁa&l, Rl 2002 bl
%ﬁ:gﬁ’o

3.23 i &iE
3231 B fPOR

DMCA i 74158 | (5 D5 ) o (e inep - W -
THH= g":ﬁiitr ‘Tflﬂlﬁrj SHEE i fERD A (World Intellectual Property

58 See generally EFF, EFF “Intellectual Property: Digital Millennium Copyright Act

(DMCA): U.S. v. ElcomSoft & Sklyarov” Archive, at <http://www.eff.org/IP/DMCA/US_
v_Elcomsoft/> (updated Mar. 13, 2003).

See Yochi J. Dreazen, Russian Company Passes First Test Of Copyright Law, WALL ST. J.,
Dec. 18, 2002, at B4.

17 US.C. 81201. B *+#'4 H‘“—FE#L e 2 5 3 % 3% ¢ anti-circumvention {r
anti-trafficking » Bzt v 3 J'f 18T F e i ,9?'7 i S L R
Wy e e “u'-“/’@m;}mm’; %‘,}l"‘ T H R s ZE TR I 1';;?,—,\;\%3_.‘
CIR Fsé.tnglu il S
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Organization WIPO) fy "3 [Ed (%575, (WIPO Copyright Treaty, WCT) 4

V%igﬁ‘b’?%&?ﬁ Pu 259, (WIPO Performances and Phonograms Treaty,
WPPT) vﬁaiw i o@tﬁwuw' WCT (s T3y 2
¥ 3k Epse J DMCA F[ j]-/*g%# L RS ?lM o

%g?ﬁﬂjﬂﬂ?p“’ DMCA fuE[$ {75 IFIMES' R R TR R T
[’H“H&'EEJ FHA PLfﬂJ ; (use control ) i”“'EU r}%ﬁf‘éﬁjﬂt‘ﬁfu , (access control ) fi'g

xﬁi* FE PR f‘%ﬁéﬁzﬁ,lﬁ[ i Fggﬁeé = El LY “E}'—]‘Tu o

HRL » SRR AV, ["9@133'?5?‘2&’ I 2R %‘lﬁl“ RS
fE o (PN SRR I A g R A ——Yt VT i# e
(A~ lgfﬁ PP RE T AR F,i’ ] e = FZ‘?{F%F IS A= LN PUS SRR
SR P A - R S 7S © SR ]
iEs “%’lﬁl" > (RPN 8 (o SR 45 (AR GR 2  8 ° T93R T
fo PR G AR FIJF[ii i o

24 DMCA # £ o= BRI k™ o JIE o - R
T FRLE R IS OO R (5 R o R e
E‘lJlF“% [t - pE- fe ?"f“'ﬁiﬂ”ﬂiﬂ“ﬁi#ﬂ ﬁﬁ?ﬁ%fﬁ[ﬁ”*lﬁlﬁwy RN

M See WCT article 11, 12 (Dec. 20, 1996), <http://www.wipo.int/clea/docs/en/wo/wo033en.

htm>.

See WPPT article 18, 19 (Dec. 20, 1996), <http://www.wipo.int/clea/docs/en/wo/wo034en.
htm>.

Id.

See, e.g., Pamela Samuelson, Intellectual Property and the Digital Economy: Why the Anti-
Circumvention Regulations Need to Be Revised, 14 BERKELEY TECH. L.J. 519 (1999),
<http://www.sims.berkeley.edu/~pam/papers/Samuelson_IP_dig_eco_htm.htm>.

See, e.g., Dan L. Burk & Julie E. Cohen, Fair Use Infrastructure For Rights Management
Systems, 15 HARV. J.L. & TECh. 41 (2001).

Samuelson, supra note 44, at 537-543.

See 17 U.S.C. §1201(d)-(j).
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FURGTE] = (R E S0 ST R0 (979 o DMCA™ « R [ g
B9 R - Jﬂ&““ﬁﬁ%lﬂjﬂi PEL— P | HI2E J JIE TSR
ARG - [P d s~ oz S0 [ORLEITRI AR T S S L
Hp®®
LT A eSS A =N R R A ISR 2
F{ YR )}u}g@éﬁiﬁ r%ulpqﬁir UV R s, q%il[ﬁlﬂ [
S BT [ S (R ?&fﬂﬁﬁ%ﬁ Y, riﬁ%ﬂ‘ BERYHI- F,T‘E’
= FHE fﬂlﬁl“ > P URLPNER AR 1 0 folky ¢?‘??Eﬂ '.Fg A
R i (ORGES S T o ) S REOIE i R S
M| FLJ/‘I%II'E[EI At o
FEIR Y i/DFA'iMF'ﬁFH JFFE'IEI” TR l‘%?iﬁ“[ﬁﬁ‘ﬁ”* /FIQE'W”‘" RLES
T B (A k’iﬁ'%l‘eﬁjﬁg’fliﬂﬁtﬂ RLES S CRER] - [ Ry T H g
i, (public domain) > I'J (EERE -~ HATFES ARl RS » HPlas = el
Hoo T (R SRR R [le—f}%E%J?Zt'fﬁﬂﬁfffj:‘iﬁéﬂfi ' 7y I'F'EJK’W'J%T%IE'
ﬁ@%{lﬁ%"%]ﬁ[ EpotgEF] o
3232 EER MpURYET
FHOPESIS Eﬁ [Ypy DRM ' IR 2 b P& iU 1Y IJQ?‘E‘ e raH——f3]
i/[‘?%f?ﬁ”ﬂdﬁ%f?‘[‘ﬁ ’ [El%‘?ﬁifﬁ% it P *ﬁ#ﬂ”‘ﬂ ﬁ»’ R A
u%@f’o [RERIFFELIERY DRM T F'U PRI Jﬂ&kﬁﬂaﬁw ﬂ*jaﬂ%
(13 eafiiafes -7 F.ra cookies i '“[ﬁ%ﬁu%?ﬁi R |
EU%% U K DRM B ﬁ@ﬁ”’%’ﬁ’ﬁ"? ﬁfﬂ_}“
324 AFE wmPen: 2B

1’51
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8 Samuelson, supra note 44, at 543.
49 Burk & Cohen, supra note 45, at 49-50.
0 See, e.g., Julie E. Cohen, A Right to Read Anonymously: A Closer Look at “Copyright
Management” in Cyberspace, 28 CONN. L. REV. 981 (1996).
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FSEFT 2003 F 6 ] 6 pﬁg EiEIe e K q— T @%”ﬁﬁ
SR L ?‘Zﬁﬁlfé‘f’ DMCA Rl *vmuwzm 1 5
SR - PRI B 2001 3 (i 4 (Copyright Directive) **[ilfis
(A, (A S AR JF{UE[H (GRS 2 ek hpp e %% e (e
i DMCA T fi F”ﬂ’ f‘[[ p 22 LLFF9$;15&F[J§I BESEREET SN, VA
[T ek A @«Itﬁm ik ?H“F}l ?«B\JJ'}*]"JEJ%% SAEEA
UPIE0 J8 F R0 o (3E R ) YR R -

33 EFEREBEHEFE

Eldred v. Ashcroft™' 75 LA DMCA [l 3o~ BT
41—3?/ (A ] =% ( Sonny Bono Copyright Term Extension Act,
CTEA) *- i ’?ﬁﬂ%‘%%?ﬁ BiA B > WL Disney »* FIEF # BV
(AR 2003 5 Z[] - PR Ol AR ] -

51
52

FAFTEES 3ES 130 % 172> %802 1> % 9052 3% % 96152 1o
Council Directive 2001/29/EC on the Harmonisation of Certain Aspects of Copyright and
Related Rights in the Information Society (hereinafter EU Copyright Directive).

See id., article 6(2). ¥ 4 4p L.F‘n’ié HAP oo TR ER ) A RBAERS

v RE R G Bfs- BILP mF L3R Brian W. Esler, Protecting the Protection: A
Trans-Atlantic Analysis of the Emergmg Right to Technological Self-Help, 43 IDEA 553,
596 (2003).

EU Copyright Directive, article 6(4).
Esler, supra note 53, at 598-604.

A A g R MG 2002 £ 12 7 22 p o :EE %4 4 article 10. R
% ¢ (European Commission) # % F # " fr> Z~ L&EP A o A Ve B
2003 & = > H @ pliv A 7 ; See EC Press Release, Commission Acts to Ensure
Eleven Member States Implement EU Laws, Dec. 17, 2003, at <http://europa.eu.int/rapid/
start/cgi/guesten.ksh?p_action.gettxt=gt&doc=1P/03/1752|0|RAPID&Ig=EN>.

123 S. Ct. 769 (2003); rehearing denied, 123 S. Ct. 1505 (2003).
Pub. L. 105-298, 11 Stat. 2827 (1998).
See, e.g., Robert Patrick Merges & Glenn Harlan Reynolds, The Proper Scope of the Copy-
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@ﬁé%%W%@@@%@Hﬁ BT 8 (57 8 H——H T (E
WEERLEL - T RLER 22220 % | (to promote the progress of science and use-
ful arts) o Jhi = 4 FICE IR o P 9, (o ] %mwm
IR e P ITR > fI E~L rrwj-/\&d;tm}ﬁ%{ VEI ]E[\J o K2l ,ij[lng}EE )

;F\;—éﬁarl’/":ﬂ LIRS R o S AERE S Y2 E‘IJLH’F%F”
w‘a“d*i@m o T P (A A Y S O OO > PR
AR R BT 1 @K?Fl#ﬁhfﬁlspﬁ D s

I SR A R T 2003 HIRGE SRS £ T o H 2 R
RLF BRG] (SR RS A F o T s ety IR
il o rii”iuﬁk Y N é%?j\?‘l’ﬁﬁ ﬁ’ﬁﬁﬁ]ﬂgﬁ“ ROFEE > Pt
FEIVEEL - i P ULkl 5 R [‘BF@I%% MR R R R
% E—E:Gl
34 FHRKBTHED

T (MR NS 2 H R R Fr'ﬁjﬁr’gwﬁ WiZiEP) . (open source
movement ) 7 1 RL J[RER M —— AR 5 (R AR A R
SRR o S pVEREA “ﬁf_}[f}}‘“ﬁf_}'?‘ Fugﬁl_s ;{PJBJT;[I [y p
" B RUFAREE 2 A R 7 AR A o0 0 1 g
% i SR frossek ™ o

3.41 B RipmEs [ 4

right and Patent Power, 37 HARV. J. LEGIS. 45, 53-54 (2000).
O U.S.ConsT. art. 1§38, cl. 8.
o1 A% %7 Stevens &2 Breyer X FFHRNARLALE > AATF IR DLES
123 S. Ct. 769, 790-815 (2003).

62 See generally, Lessig, supra note 24, at 49-72.
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3411 ¥
PECRUFRFIZPITR VR [ e PR Rt ) Richard
Stallman® - 7 PR ] A U’F’Lﬁgﬁ%z&lﬁ LT E e 0N (e 2
ﬁﬁﬁﬁ%%ﬁwﬂﬁFoWFﬁ?~K»%miwﬁﬁﬁ%ﬁﬁﬁﬁ@%
AR @FEJ]: » Stallman % %7 - ]%F“ JF/?E‘“ O E Y E[J?ﬁ
Pop el o > Ip 4 BITRARELE TE) o p2 ”“? lﬁFE’ LAY
AEF 1 PSOp » AR e P iRE EIﬂwﬁ;uE&ﬁ%%ﬁﬁ&
,ﬁﬂﬁwmmnm1%53%ﬂl %lhﬁﬁﬁu y (Free Software Foun-
dation) > J?;‘i]fﬁf«’ﬁ“@ﬁ ifiks R RVZE G o lﬁﬁiﬁuﬁﬁfﬁﬁﬁ%’ {7
S )53 50 5 R T VF‘} TR AR - R
Nk E‘[J['EEJ[HIQ/E)E{&TJFU BERE. T o H gwfi Pf*[ ]E[ﬁlﬁle:["u s PR R
R %?ﬁﬁlpﬁg*“%ﬁﬁf FURES W’?/‘ [t 2 Rl PRt - 1991
FREFFR S JLA2 2 Linus Torvalds Fiight!i— & (B 2 putg =i > 257 )
f— (TR > T PR 2 e R R ’j%%r“r%ﬁfﬂﬂ PR [
RS R 2 fﬁgfﬁg«g V& > & RN Windows
ﬁiﬁ‘u@?ﬁfj Linux <5 > iy %‘TE‘UE‘[“‘J Y= E o
IR RUGRR TR S0 S [t T RO > 2l ST
F}cl;rﬂ o SRS Ry (BT NEF] SRR ?B{ﬁfu ) T[F] FeREIERE ?T[ﬁ Elfjtﬂ
L,Epumﬁﬁﬁiﬁﬁwfu%ﬁiwﬁﬁzpjhjﬁﬁfﬁ%ﬁ%ajmﬁf%u“
2% o LF LRI heE B (e ] IR R0 T R [ ]
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Stallman E i h4pmiEs? BH A2 - 2L MIT TR  HEE'EA- &
Lo 10 5 F FARSN TS IR R R GCCo 2 H A O gl B 4
T oadF A

2: See Lessig, supra note 24, at 52-54.
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BEfETERE > BB EIRIEYTIE GNU Public License (GPL) ™ = GPL “ 7
TRE F‘“QFI “"&F' [ ;E[.wrsd;, I JT‘TFIF[“ Iﬁuﬁjijx ) Igijpg\l ﬁr‘[ f{rsfz“'f/
& MBS GPLRRIPESIT U ) 2 [l - Feififcs

I P 25 T (AR b SR il et o (SR v 2 E}"?@Hlﬁ”lﬁ*

Ea EJ Hi V5T copyleft » ') 2= [Ei5#fY copyright EJHH P ,&-,ghﬁ“_éélj; B
W E AT Q@i%%«ﬂﬂfﬁ [ B A 1) viral 70T
7+ GPL Vi f’V’Flﬁpﬁ%ﬁFﬁiHlﬂT [ﬂﬁ?ﬂ Ert==ia7 3&;7 i 3ot

HEH )5 ]E;[ﬁjk&mu}a S5 AR R T R Fk‘
phk T F)Jl”éi'ﬁf{‘ﬁEJ Ffi s 17 Jprgﬁi]‘q’j\?ﬂ Jp“ FOSERT » FORLE)

FV’FL@F]%T@F’?J Byt ﬁ*,ffu,{ ™ BEH Vhw{ﬁg{)ﬂJ , IDI‘JF\IJ&%HH ’Flﬁl
FRURY o WEp D ELR Tfr’ﬁw ,ﬁ?ﬁ*:\"\ AOfiRE - H phE R )
Epfﬁ : ’“‘ZEF'EJF'V’%?Q ’lsjrwpﬁﬁ R E Fw"iﬁg s AUEERTE (e
ﬁ[[ﬁjﬁfjlﬁ ﬁrﬂ SEESR H’;ﬁé‘j Ef ] TEEFI&LFIE&%I’;_\LW7O

3412 [BEk

FETRIS o PR 3% 7 2O ARES E’V’%’Lﬂf[ﬁﬂﬁ] ﬁ[ﬁjl}jﬂﬂﬁ}?‘ﬁfﬁxj A RET

LR 2 et

CECPR RS SRR o A RS S R ]
] o Tﬁw IJA— K “Jﬂfgﬁqﬁ Fug‘ﬁo_[pﬂt%;jﬁfﬁ ﬁhlﬂurj = B
FES F[ ”Qﬁ:ﬁj&?&i = “E'!,"EJ fﬁ@ﬂ;{;of ﬁvprﬁ%?:tiﬁ@mﬂ*%

66 ‘& 3% 2 GNU, Frequently Asked Questions about the GNU GPL, at <http://www.gnu.
org/llcenses/gpl fag.html> (updated Feb. 26, 2004).

67 Viral 2= # r%zr;],%ﬂ AP e, 2% 0 B I L 477 4B Christian H. Nadan, Open
Source Licensing: Virus or Virtue?, 10 TEX. INTELL. PROP. L.J. 349 (2002).

68 F]H &< % “free software” -

69 Open Source Initiative, The Open Source Definition, version 1.9, at <http://opensource.org/
docs/definition.php> (visited Mar. 2, 2004).
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?%Ed%‘]‘fkgg D FURRRIO S AR > T ALY ﬁ;’,\?ﬂw‘ff
R A TH T AP F'J*ﬁ*&f}{‘—’j* 1 R A TS ’FE‘FW*#"‘”J < B
PIRHROSSH ™  ASERY ™ o SR PR R Ao
W5 -
HBIEL =0 F PPN RS = B AR TR o Rl
ISES- R A SN Sl bl TPl o SR A | 'EWFFMHﬁFEJ% AREE
o3 ﬁLﬁF[ﬁEJ (shared source) Ft#if U%?Eﬂ%!?‘i e (R TS5 AR
YQF' o Ty VST L iﬁlfbx_, G RN R G TR s o T“'FTJEUWF/J (3
HELEE

2.5t i’fiTET BE=EE]

ST L5 II[ES“%P I RUE I It Tgpuped s e R
FE’?‘?YHI;EE*U]‘ ““’%‘*‘*F“;mﬁffiﬁ [ F L fERTe f’?}}}ﬁ‘ﬁﬁ';&’zﬁﬂpﬁ_
FARFOASE] R T P SRS RO < FIFE) 25 (B
70 ‘/I[*L Fﬁﬁ'ﬁ“ﬁ—lﬂ (CAAESE SN b@‘ﬁﬂ lﬁﬁﬁﬁi@j [ERladl B0
LB R rfez IR " IR R R B
B’V@t{ﬁﬁ}?ﬁ IRV e Jﬂ: B -

2 F = % “Given enough eyeballs, all bugs are shallow.” » ¢ Open Source Initiative £]4 4

Eric Raymond #7#& &1 » s #-H H 5 “Linus’s Law” ; See Eric Steven Raymond, Release
Early, Release Often, a section in his online treatise The Cathedral and the Bazaar, Revi-
sion 157, at <http://www.cath.org/~esr/writings/cathedral-bazaar/cathedral-bazaar/
ar01s04. html> (Sept. 11, 2000).

Pldo¥ § A GRBl A Linux 3Rk sbie d 0 F 2k 0 RAETARE W AEL R
w WA A K,f ; Kevin Poulsen, Linux Kernel Backdoor Blocked, at <http://www.theregister.
co.uk/content/55/33855.htmI> (posted Nov. 7, 2003).

INTERCHANGE OF DATA BETWEEN ADMINISTRATIONS, THE IDA OPEN SOURCE MIGRA-
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1 See, e.g., Coalition Against Unsolicited Commercial Email Press Release, Nov. 25, 2003,

at <http://en2.wikipedia.org/wiki/Can_Spam_Act_of 2003> (visited Mar. 23, 2004).

See Jonathan Krim, EarthLink, AOL Allege Spamming Networks, WASH. POST, Feb. 19,
2004, at EO1 <http://www.washingtonpost.com/wp-dyn/articles/A52951-2004Feb18.htmi>.
Council Directive 2000/31/EC on Certain Legal Aspects of Information Society Services,
in Particular Electronic Commerce, in the Internal Market, 2000 O.J. (L 178) 1.

Council Directive 2002/58/EC Concerning the Processing of Personal Data and the Pro-
tection of Privacy in the Electronic Communications Sector, 2002 O.J. (L 201) 37 (herei-
nafter E-Privacy Directive).
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118 Caroline E. Mayer, Court Says Do-Not-Call List Can Be Enforced, WASH. POST, Oct. 8,
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See generally, David Post, Of Blackholes and Decentralized Lawmaking in Cyberspace, 2
VAND. J. ENT. L. & PRAC. 70 (2000).

MAPS & %k © e fe § 4] > IR gl b 37§ AR 00D B OIRAE

See, e.g., Robert E. Kraut, Shyam Sunder, Rahul Telang & James Morris, Working Paper,
Pricing Electronic Mail to Solve the Problem of Spam, at <http://www.heinz.cmu.edu/
~rtelang/Pricing%20Email.pdf> (accessed Mar. 23, 2004).
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122 See, e.g., Vanessa Hua & Bob Egelko, AT&T Wins Appeal on Net Access, S.F. Exam.,

June 23, 2000, at B1 <http://www.sfgate.com/cgi-bin/article.cgi?file=/examiner/archive/
2000/06/23/BUSINESS464.dtl>.
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123 See D. lan Hopper, House Grills FBI on E-Mail Surveillance, S.F. Exawm., July 25, 2000, at A6

<http:/Mmww.sfgate.com/cgi-bin/article.cgi?file=/examiner/archive/2000/07/25/NEWS13188.dtl>.
124 Donald M. Kerr, Congressional Statement on Carnivore Diagnostic Tool, <http://www.fhi.

gov/congress/congress00/kerr090600.htm> (Sept. 6, 2000).
125 See, e.g., Tom Zeller, Cloak, Dagger, Echelon, N.Y.TIMES, July 16, 2000 <http://www.

nytimes.com/library/review/071600echelon-review.html>.
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18 U.S.C. § 2510-2522.
18 U.S.C. § 2701.
50 U.S.C. § 1801-1811, 1841-1846.



Y

o

42 PHEETH LE 1Y

e 129

3. WY PLBREREVET fol fF 2 H AR 2 il £+ DI At T P
B L BT R » PR R B
e IR ELEST T SRR @t TR B, (com-
puter trespassing ) EJ]?“JI/ Jh s HEE £ FTJ I (agents acting under color of
law) 7 FEIEAE S ORI BV RHER FL”O

4. i#t?i’ﬁ%ﬁ*ﬁfﬁ o [T FIR R U200 R - R [p) ISP ﬁ%ﬁ‘

El pp Uy o

5. }{‘éj’ P ReddE ) (sneak-and-peak search) [ ]’“‘?‘ﬁ’r?@“\iﬂiﬁ@ | E

[t SCBRRR AT RO F SR B Bk SRR
FrAe EBHEUNH P [ TR G VA B ! A i @Eﬂlé
513 w®E g E

IS S B ) 7y ﬁﬁ—mﬁiéﬁh%@wﬁ - BT 2002 # 5
IHT‘** o LEF*?FJ %i ’Hﬁ ’515‘ S TR 4 g

o LR S Bl BRI (T ¥
i)fﬁ@ﬂﬁ%tﬁﬁaﬂwﬁuﬁmm %wvﬁ IS
RIS 77 T 70 200 B - [ S B [T - e R B
PRIV 5 DR ) (L0 011 15 7 e
FORCEB [ R AR+ SEE BRI S Pk frﬂ%fpwww

g o

129
130
131
132

18 U.S.C. § 3121(c).

18 U.S.C. § 2511(2)(i).

E-Privacy Directive, supra note 114.
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