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The New Order of World Money Flow
—The Virtual Assets Requirements
of FATF and Suggestions of the
Overall Legal Regulations

Chih-Chieh Wei

Abstract

Since Satoshi Nakamoto published his first paper about “decentralized virtual
currency” on the internet in 2008, virtual currency has subverted our traditional
imagination of money. “Money” seems to transform from paper money to a string
of numbers, a pile of wallet address and private key or public key. Perhaps we are
still accustomed to the sense of security of cash, but virtual currency has already
changed our world quietly. The Financial Action Task Force (FATF) is the interna-
tional norms maker for global money laundering prevention and combating terror-
ism financing. From 2018 to 2019, FATF warned that criminals liked to use virtual
currency for black market trading and money laundering in dark web. FATF has

released documents such as virtual asset guidelines and virtual asset red flag indi-

*

The author is a specialist for the Anti-Money Laundering Office, Executive Yuan. The au-
thor is also Certified Anti-Money Laundering Specialist (CAMS), Certified Fraud Examin-
ers (CFE), Certified Bitcoin Professional (CBP), Certified Global Sanctions Specialist
(CGSS) and APG Assessor (2020-2022 Brunei). Master of Law, National Yang Ming Chiao

Tung University.



cators in 2019 and 2020, which gave a full landscape of the virtual assets. In Tai-
wan, the Money Laundering Control Act was amended in November 2017. At that
time, it was included in the “virtual currency” as the scope of the money laundering
prevention and control law, which can be described as international standards.
However, with the end of the third round of APG Mutual Evaluation, the amend-
ment of the Law has once again become the focus of all nations. In addition to con-
sidering the international standards for virtual assets, this research intends to use
international experiences for suggesting appropriate directions for legal reform in

Taiwan.

Keywords: Virtual Assets, Virtual Asset Service Providers, FATF,
The Money Laundering Control Act
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YU B N — B Bk 5 B e PR I ECER > BE e R AT W IRFIEE CBl%
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T EEEEEL  FEFEELERE - T RILIET AT
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TS EEE 30 EREHS -

FiY FATF BRSARLRER TS 5 & B 0% BB HIE8E - LB 0 RDIIE R
Frig -~ JDoEBELIREI - B EEBES - HERCA T REAE S
FATF 3182 B &S » MABR S E S IR - SRS
TERERI AR R o BN S~ & - SREEEISARES 0 BEH
FRae r BIsEE" -

12 EREETER

HE—MALLRE (Bitcoin) {718 » EHEEN (Virtual Currency ) ~ %
fir &% (Digital Currency) ~ II# & (Cryptocurrency ) S Bl 5l 5 (5 5 44
PEAEZE L HEMATNE » B —E2iie - WEH PR EE E
%o HE 2013 4 EEMEESAIDTEEEMLS (The Financial Crimes
Enforcement Network, FInCEN) MHETEE L « | EEER BEF LB NE
HREE -ERISHRE S - T EHEREYEIFA BN - R EAE

2 B ) %k 4% & sk 4T 8y TAE 40 4% - FATF #8 3k : https://www.fatf-gafi.org/en/the-fatf.html
(FAEEEHEER 1202341 A318) -

3 FATF pi i ® & ° FATF #gsk : https://www.fatf-gafi.org/en/the-fatf. html ( 5z 1% 25 ¥ 0¥

A B :2023 %1 RA278) -

1d.
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o EEIEH TR | SR S A R B
AT EE - RIS BERRFAEE T - (/T EHEE , (Vitual
Assets) 1F BB ACHIE S % 5° - FATF [ERGS0 12 3 BEmH° - fs
2020 4F 6 [ » FS & B FIENIE FATF 8762 155 1 F LN ELE (LSS EREN
FEREEEE > LARF& BIRS fmtE -

e T EELET ) RTR BRI RS LHEREER
R E PR - A ERBIERAEE SRS ASCEEthy TR
W E R TEABEE - £ E SR - TN - ET
HRE R A - B | > WNA FATF s> TEErEE  F

Whether a Certain Operation Protecting On-line Personal Financial Information Is a Mon-

ey Transmitter, FINANCIAL CRIMES ENFORCEMENT NETWORK (Jun. 11, 2008),
https://www.fincen.gov/resources/statutes-regulations/administrative-rulings/whether-
certain-operation-protecting-line (last visited Jan. 31, 2023).

1d.

FATF, GUIDANCE FOR A RISK-BASED APPROACH TO VIRTUAL CURRENCIES (2015),
https://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-RBA-Virtual-Currencies.

pdf.

WEHE - RIFA - S 2019 F Tl 2 ukiTH TAEMER, F 30 BE 3 KRG H
K& A IAE 83k (Working Group Meetings and Third Plenary Meeting of FATF XXX
2019) HE#M®E - B 9-11 ~ 25-26 (2019) -

FATF, 12 MONTH REVIEW OF THE REVISED FATF STANDARDS ON VIRTUAL ASSETS AND VIR-
TUAL ASSETS SERVICE PROVIDERS (2020), https://www.fatf-gafi.org/media/fatf/documents/
recommendations/12-Month-Review-Revised-FATF-Standards- Virtual-Assets-VASPS.pdf.
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Offering, 1C0) "'~ S HT U B4 P BB ] SEHE R R SRAT RS - BESD -
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TR B ETRYE RS EINE R AN A2 52 R E L
%12 o B A R RS AIEA P AT (Satoshi Nakamoto) HU3&ET -
P ST IRy 2,100 H55E » AEERE 4 FE4IRD—F » (R 2020 4EYEL

10 FATF, FATF METHODOLOGY FOR ASSESSING COMPLIANCE WITH THE FATF RECOMMENDA-

TIONS AND THE EFFECTIVENESS OF AML/CFT SYSTEMS 52-55 (2021), https://www.fatf-
gafi.org/media/fatf/documents/methodology/fatf%20methodology%62022%20feb%202013.
pdf.

£ B &) R BUEAERA - WA RGeS B E T Ty EE 0 2020 £ 10 A 10
B » & #49 : https://0xzx.com/zh-tw/202010100814875133.html ( 5z 44 25 B AF R @ 2021
F3RH278H) o

XS x W EHRETHFE KM EiLi@4dss : https://quantpass.org/
program-trade-crypto-2/ (xi£ZEBARFM] : 2023 53 A 258 ) -
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(EEBEEERVR M AT - HAEAERS EAVEIR « IERCE E2i8E) > HES
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s B EBEE RS - B HERRIE I AT eE H AR
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Service Providers, VASP) EHEUHUE FEEE - AV B I8 Eik i &
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3 SATOSHI NAKAMOTO, BITCOIN: A PEER-TO-PEER ELECTRONIC CASH SYSTEM 1-9 (2008),

https://bitcoin.org/bitcoin.pdf.
4 .
See id.
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2. FATF Ji&BE¥ e Bkl e i vl

RECERE R RIS - FATF JY 2019 4 6 H ~ 2020 42 9 H ~ 2020 £
11 A EES AR R E MR R E IR e B b e A5 - A
PEAT AR R 5 B R 2 B 5 e 8 4T 8 2 S me STt U7 VA em B TERR
% HBY FATF S840 2 U R R Gl D F e oy Rk ~ 1551 s >
FATF £ 2020 FERE¥EEAH5cE - 17 FATF S50 2 e B Ay &
B WisE AR A R E R L RS B TR B A 2 -

A= FATF MBS EITH G M ZE R i - R BB 2 AT g
FATF AH [ AR SEsaes e IR B e & A AR &0 E - 75 B B e e R O A A

21 FATF #:%

AKHTAL - FATF HIERVEEZIEAET > DL T3, (Recommendations ) #z
Hoadl )] #EZR FATF =R > SRS EEAE - WS B E R T
(B0 S IR PG e 88 R F T B AR S s S - AT 2Bk E PR
—HERZEE ) SEE AR E BRI AR - FRETERE N
N EEFHUEEWA BN EEEZX %45 (International Cooperation Reviewing
Group, ICRG ) |[fij & ][ P& & A [E XY I3« BLEIRE AR A DA -
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17

FATF, supra note 10.
FATF, THE FATF RECOMMENDATIONS (2023), https://www.fatf-gafi.org/content/
dam/recommandations/FATF%20Recommendations%202012.pdf.coredownload.inline.pdf.
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BERE IR ADRIEIERTE L - (B P EE - IREPEE - L E - hilst
PIESEATEEA HIESE - SRR - FUR 2020 4 FATF BIERR
A R 15 T - W R RS SRR A A I 5%
EA TR LA 2 rh i SR T R - IR TAR R R R -

B W R B P RS SR R O E B R R R A
THRE TRE o BN E - RS - Be R MR E SRS - BE
% WHASCRESSE 15 THP - JeH TR R AT AL SR B R RS
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FATF, supra note 10, at 43-65.
1d. at 52-55.
1d. at 43-65.
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22 FATF BREEREBEERBIEUBEAKERSE
58"

VE By 2 BRI HI e S8 BF T B2 20 1 T A SR (Y R AL - FATF 1R BERA T
B BT AN F A b B VBRI - 2014 4 6 ] FATF 77 (R
W BASEE FRBE RIS, T RE R ) WEY YRR G R
B~ g AR - B AR R AT - SRRSO (RS S
Fi o (B R TRIRW ) T 7 e s a5 - e e
WS (IR IR AT B B RS R - FATF SRESSTEELHGETT » S0 2015 4 6
Hast (DURB B AN B AI551) 2 SIS B &
W b TSNS ) Rl - IR TR, i

221 BHEEE

W R B E Y P e R B R A o ~ BTARTS © FATF fRRi%
AEEFEEERIDITE - Fy T HECREERAVEE SR 2 S & s pe L Al 52 2]
MHFEREFERAAR BT - RS FR e — AR g B the 555 R B B o iR B A BRI
e B EE - LAOREE KRG W52 o BB BRI - AR
51 - AHESIHC 2019 £ 6 H FATF £ L&CE SEIB G 5 - S s R
A W R — IR R IR R B e 2 A - AT S [ 3N 1R —
> BORT SRS BRE R ATE S [ e 58 7 K e B8 7 AR s 1 (e ply 2 A R M i
RGN A S B AT » HEL T A FATF B FIEHEENLLAS

21
FATF, GUIDANCE FOR A RISK-BASED APPROACH TO VIRTUAL ASSETS AND VIRTUAL ASSET

SERVICE PROVIDERS (2019), https://www.fatf-gafi.org/content/fatf-gafi/en/publications/
Fatfrecommendations/Guidance-rba-virtual-assets.html.

22 FATF, VIRTUAL CURRENCIES KEY DEFINITIONS AND POTENTIAL AML/CFT RISKS (2014),
https://www.fatf-gafi.org/media/fatf/documents/reports/Virtual-currency-key-definitions-
and-potential-aml-cft-risks.pdf.

23 FATF, supra note 7.
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EY T A R AR R R R A B ST S - S
FREETHERIEEAT 7T OB DUR YR B 205 A OBHEE - I35 2 Bk
B e P J5 A 7 R TS H R P T 4 A S I T BT M P 2 o s MR R
& SRS R ABT R SEEE 15 TSI s SRk > sy - T
AT P e A A R B AR EE L R P TE R 2 750 -

B DR - HAS% 7 HERRBHET RGN - A5l B
I R P e e IR P 2 A B B DR SRS R - FR S
SHA RS AR B SR RE B A - LS5 HRHEE - HA - ZAF] -
HERY ~ B~ SR EPE ISR FIESEEI G - g ReE .

24 mmm . BAR  ATIBIE S B 13 2425 -
25

FATF, METHODOLOGY FOR ASSESSING TECHNICAL COMPLIANCE WITH THE FATF RECOM-
MENDATIONS AND THE EFFECTIVENESS OF AML/CFT SYSTEMS 5-25 (2013), https://www.
fatfgafi.org/media/fatf/documents/methodology/fatf%20methodology%2022%20feb%
202013.pdf.

FATF, VIRTUAL ASSETS RED FLAG INDICATORS OF MONEY LAUNDERING AND TERRORIST
FINANCING 19-32 (2020), https://www.fatf-gafi.org/media/fatf/documents/recommen
dations/Virtual-Assets-Red-Flag-Indicators.pdf.

Id. at 46-54.

26

27
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223 2R EH

f55 [ EER GRS B R BB A AR g - 1232 BN B BUMBUEARE
TR EEEERETT - Eiﬂﬁ’\i.iﬁfzﬁfﬁ%%%@iﬁﬁ%E.AEMB?E%%Z%ZQ
(FinCEN) HYERiEE @ #1707 K ESEERILIEFE - 11 FinCEN &I
A EBIHUEHRINVIEE - vIERIE T T SEAVIUIEEEN T W T RE S B 88
NERYES) EI’]{I A > FinCEN HIZEBEM &5 3.0y (Financial Intelhgence
Unit, FIU) % o BTHUS S HEERE - ITBORIECEZR - Il S REsians
& FERECA AV R E - BT - (AR SEE E A RAVIEAEE) - kIE
ETEENEE G PILBIRVE ST FIEES - BUET A REIIEK - JQUTHIEE A
LR ET - R REE R AISSE S AR (Department of Justice, DOJ) J
B OEERE - BSR R BEE E N HZ ML LIF - HEEREEEES
{E » (RS B E BEE A USE - HEEL 0 TNERS RIFRIRCGRL -
RSN S » ERFAE 2019 LT - $HEEBE EILIRAVE - IR
5 EBIEZ B9 BRI > 155 | BERGEIZE A B E BEE ErV B S
L - B - FUEABRAAIE L &R - OSSR DGR R SR S -

224 &

e B 7 o B IR s 1 O p U B A B 5 VA 15 5 [ER B IR AVERRSE 15
VB — %A 0 /& FATF WRFTAVEE S0 - BEEEAE T 465( ) #UfL
P > AH BT AN EEREE 15 75 - LRSS et 7 B E A E
ZEBITE > ERHET SRR EESEEE -

23 EREEXREREBAIEEERS

FATF Jit 2019 4 6 HEHARREHEEAETRS (1% - AR 2020 54 9 H#A7E
BRI S B SR A 5 - MR R A ”ﬁﬂﬁﬁiﬁ%ﬂiﬂi/ﬂ;‘ﬁﬁﬁ ' R
ARIEARRAZE GRS - BEE A TRy 2 B R LR Y 10 Z4EAT -

28 RATF, supra note 25, at 79-80.
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FATF, SECOND 12 MONTH REVIEW-REVISED FATF STANDARDS ON VIRTUAL ASSETS AND
VASPs (2021), http://www.fatf-gafi.org/media/fatf/documents/recommendations/Second-
12-Month-Review-Revised-FATF-Standards- Virtual-Assets-VASPS.pdf.
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